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Access Online: Bezpe&nost kli¢e Digipass®

The Royal Bank of Scotland N.V. Access Online pouziva kli¢ VASCO Digipass DP300 1 k autentizaci a ov &feni p Gvodu
transakce. Kli € Digipass® umoZ nuje pfihlaSeni k aplikaci Access Online a autorizaci z ja  kéhokoliv po €itaée pfFipojeného na
Internet.

Pristup k funkcim kli¢e Digipass® je pomoci PINu. Prvni PIN je poskytnut uzivatelim prostfednictvim PIN-maileru. Pfi prvnim pouziti
musi uzivatel zménit pavodni kod na svuj ¢tyfmistny PIN kod. Pro zadani PINu ma uzivatel maximalné tfi pokusy, poté se kli¢
Digipass® zablokuje.

Access Online vyuZziva nasledujicich moZznosti :

e Vyzva - Odpov éd (tla¢itko 2) pro ovéreni uZivatele pfi pfihlaSovani
e Elektronicky podpis (tlac¢itko 3) k podpisu transakci

Vyzva - Odpov éd’ se uziva pfi pfihlaSeni k aplikaci Access Online. Pro pfihlaSeni pomoci kli¢e Digipass® musite postupovat podle
nasledujicich kroku:

Access Online Vam zobrazi vyzyvaci kéd

Zapnéte Digipass® a zadejte Vas Digipass PIN kéd

Stisknéte Cislo 2 a zadejte Sestimistny vyzyvaci kéd do Digipass®

Digipass® propodita a nasledné zobrazi odpovédni kod

Odpovéd z Digipass® zadejte na obrazovce do aplikace Access Online

Server RBS Vacman® vyhodnoti Vasi odpovéd' a jestlize je spravna, umozni Vam pfistup k aplikaci Access Online a zobrazi
domovskou stranku Access Online
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Elektronicky podpis kromé autentizace zabezpecuje obsah vloZzenych elektronickych transakci stejné jako importovanych
platebnich soubor.

Odpovédni kody jsou vypocitavany na zakladé dat, ktera jsou podepisovana s pouzitim vefejné dostupného algoritmu Data
Encryption Standard (DES).

Postup pro podepisovani a autorizaci transakci:

Access Online zobrazi osmimistny vyzyvaci kod

Zapnéte Digipass® a zadejte Vas PIN kaod

Stisknéte Cislo 3 a poté zadejte zobrazeny osmimistny vyzyvaci kéd do Digipass®

Na zakladé vyzyvaciho kodu Digipass® propocita a nasledné zobrazi odpovédni kod

Zadejte odpovédni kéd zobrazeny na Digipass® do odpovédniho pole na obrazovce

Server RBS Vacman® vyhodnoti Vasi odpovéd a pokud je spravna, dojde ke schvaleni transakci. Poté se zobrazi zprava
potvrzujici autorizaci.

copLONE

Objednéni a sprava kli €0 Digipass

VaSe spolec¢nost si béhem zavadéni aplikace Access Online ur¢i bezpecnostniho manazera jako pravné povérenou osobu,
odpovédnou za bezpecnost tykajici se kli¢l Digipass®. Kli¢e Digipass budou zasilany bezpecnostnimu manazerovi na zakladé
o¢ekavaného poctu uzivatell ve Vasi spole¢nosti. Administrator bude odpovédny za:

e Vydavani klicu Digipass®

*  Blokovani klice Digipass® uzivatele, ktery jiz ve Vasi spole¢nosti nepracuje

e Dodate¢nou objednavku kli¢t Digipass® v pfipadé potreby.

Poznamka: Baterie kli¢e Digipass® by méla vydrzet nékolik let. V pfipadé selhani musi byt vydan novy Digipass®.

1 Elektronicky kli& Digipass® — hardwarovy prostiedek — ifrovaci nastroj umoziujici generovat Elektronicky podpis 00, /
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Access Online: Digipass® Security

The Royal Bank of Scotland N.V. Access Online offers the VASCO Digipass DP300 to clients for authentication and non-
repudiation functions. Digipass provides you with f ull mobility as you can log on to Access Online and perform
authorisations from any computer connected to the | nternet.

The Digipass is PIN-enabled and the initial PIN code is supplied to the user via a PIN mailer. The user must then change the initial
code on first use to a personally selected PIN code four digits in length. The user has a maximum number of three attempts to enter
a PIN before a token is locked.

Access Online uses the token options as follows:

e Challenge-Response (option 2) for logon authentication
e Electronic Signature (option 3) for transaction signatures.

Challenge — Response is used for the Logon to Access Online. The following outlines the steps involved when you select the
Digipass logon option:

A challenge code is displayed

Turn on Digipass. Enter your Digipass PIN

Press 2, and enter the six-digit challenge code into the Digipass

Digipass calculates the response code based on the challenge and displays the response

Enter the response into the Access Online screen
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RBS’s Vacman®server validates you response, and if successful, grants access to Access Online — displaying the Access
Online client homepage

Electronic Signature in addition to providing a means for re-authentication also provides a method for securing the contents of an
electronic transaction for payments and uploaded payment files.

Response codes are calculated based on the data being signed using the publicly available Data Encryption Standard (DES)
algorithm.

To sign and authorize a transaction:

Access Online presents you with an eight-digit challenge code

Turn on the Digipass and enter your PIN code

Press 3, then enter the eight-digit challenge code displayed into the Digipass

Digipass calculates a response code based on the challenge code and displays the result

Enter the response code displayed on your Digipass into the response field displayed onscreen

RBS’s Vacman® server validates your response, and if successful, approves the transaction. A message confirming the
authorisation is displayed.
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Ordering and managing Digipass tokens

During the Access Online on boarding procedure, your company designates a Security Manager as the legally designated person to
deal with The Royal Bank of Scotland N.V. Digipass security related matters. Digipass tokens are sent to the security manager
based on the company’s expected number of users. The security manager is responsible for:

e Issuing Digipasses,

e Blocking Digipasses assigned to staff that leave your company

e Ordering additional Digipasses when required.

Note: The Digipass battery should last for several years. In the event of failure, a new Digipass needs to be issued.

® Digipass and Vacman are registered trademarks of Vasco




